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Sign up/Activation

Biscom activation is free for those users that only download the content or reply to a secure message. If
a user wants to utilize Biscom to create new secure messages, users will have to visit the Biscom website
(www.biscom.com) and pay the monthly fee.

As a vendor, customer, or business partner of Pinnacle West — Arizona Public Service, you may receive
sensitive or business confidential data via Biscom Secure Messenger. When receiving a Biscom Secure
Message from a Pinnacle West or Arizona Public Service employee/contractor, an email similar to the
one below will appear in your inbox.

* Keep in mind that the URL links will differ depending on the sender. If the sender is from Pinnacle West,
then the URL will be https://secure-email.pinnaclewest.com/pnw. The example images below come from
an APS account which has the URL https://secure-email.aps.com/aps.

No Subject Inbox  x -
ol - 2:13 PM (4 minutes ago) *~ v
tome |~
Sender

Link Gttps:llsecure-email.aps.comlaps/Loqin.do?id=A05441 04726&p1 =dei24h|sbqffcbfidhquiqqeiZO)

SentTo:
Expires : 2/8/15 2:12:48 PM MST

- NOTICE -

This message is for the designated recipient only and may contain confidential, privileged or proprietary information. If
you have received it in error, please notify the sender immediately and delete the original and any copy or printout.
Unintended recipients are prohibited from making any other use of this e-mail. Although we have taken reasonable
precautions to ensure no viruses are present in this e-mail, we accept no liability for any loss or damage arising from the
use of this e-mail or attachments, or for any delay or errors or omissions in the contents which result from e-mail
transmission.

[re

By clicking on the highlighted link, you will be brought to the following page to accept the terms of
service.


https://secure-email.pinnaclewest.com/pnw
https://secure-email.aps.com/aps
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Daps

Terms of Service

Please review the terms of service below and click on the button to continue

These messages or WorkSpaces are for the designated recipient
only and may contain confidential, privileged or proprietary
information. If you have received them in error, please notify the
sender immediately and delete the original and any copy or
printout. Unintended recipients are prohibited from making any
other use of this e-mail or file. Although we have taken Y

(I accept the terms of service)

Powered by B’xor'T

After clicking the ‘I accept the terms of service’ button, you will be brought to the External User
Registration page as shown below. Fill out all of the required fields marked with the red asterisk (*) and
then click the ‘Register’ button at the bottom of the screen.

LR N J ™1 No Subject - xj- bds| Biscom Delivery Server \ +

(4 ) @ https://secure-email.aps.com/aps/Login.dot & | (B~ Google anBa ¥+ a =
e

Daps

External User Registration
To view your delivery, you must be a registered user. APS & Pinnacle West users do not register here, please click the below link. Only external users have to register.
External users Visit the Account activation page or click here to have the activation email resent.

For APS & Pinnacle West Employees, click here to sign in using your email and password.
Email address*

Confirm email

address*

Name First name Middle nameLast name
Display as*

Password*

Confirm password*

Password strength

Password reset Question

question *
Answer Hint

* Required fields
Register

Powered by B ’xor,‘r

Once registered, users will need to wait for their activation email to appear in their inbox. An example of
the activation email is shown below. By clicking on the highlighted link, you will activate your account.
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Biscom Delivery Server account activation link Inbox  x =
notify@secure-email.aps.com 2:19 PM (0 minutes ago) LN =
tome [~
Dear

https://secure-email.aps.com/aps/Activate.do?uid=

If you are having problems with the link above, you can manually enter your username and activation code here:
https://secure-email.aps.com/aps/Activate.do

Your username is:
Your activation code is:

Please note: This email was sent from an address that cannot accept incoming emails. Please do not reply to this
message.
-~ NOTICE --

This message is for the designated recipient only and may contain confidential, privileged or proprietary information. If
you have received it in error, please notify the sender immediately and delete the original and any copy or printout.
Unintended recipients are prohibited from making any other use of this e-mail. Although we have taken reasonable
precautions to ensure no viruses are present in this e-mail, we accept no liability for any loss or damage arising from the
use of this e-mail or attachments, or for any delay or errors or omissions in the contents which result from e-mail
transmission.

Your account will be active once you are brought to the below ‘User sign in’ screen. Depending on the
sender (Arizona Public Service or Pinnacle West) the logo in the upper left-hand corner will change as
you can see below.

(XX [ Biscom Delivery Server acco... xJ" [pas] Biscom Delivery Server % ‘knds| Biscom Delivery Server % | +

U @ https:/isecure-email.aps.com/aps/Activate.do?uid C|(H-Goge Q) v B8 ¥+ # =

Daps

You have successfully activated your account

APS & Pinnacle West Employees, please enter your email and network password to sign in — e.g. jane.doe@aps.com

User sign in

Register
Email If you don't have a

Password username, register here.

Remember my username Learn More

Sign in Tell me more about Biscom
Delivery Server.

Forgot your password? Install Java
Here.

Powered by BISCOIM




Pinnacle West — Arizona Public Service
Biscom Instructions for External Users

‘= Favorites | i i | |

4

[ g v Pagev Safetyv Toolsv (@~ »|

N PINNACLEWEST 0
Yo% J

CAPITAL CORPORATION

Pinnacle West & APS Employees, please enter your emai and network password to sign in — e.g. jane.doe@pinnaclewest.com

User sign in
Email Register
If you don't have a username,
Password register here.

] Remember my username
Learn More
|

Tell me more about Biscom

Delivery Server.
Forgot your password?

Powered by B’m

Logging in/Signing Out
After activating your account, or by clicking on the link in your Biscom notification email, you will be
viewing the ‘User sign in’ page of the APS/Biscom site.

® ® ® 4 6iscom Delivery Server acco... x f bg  Biscom Delivery Server \@ Biscom Deivery Server x| +

O @ https:/isecure-email.aps.com/aps/Activate.do?uid= < /' Google 0: wBa $ &=

Daps

You have successfully activated your account

APS & Pinnacle West Employees, please enter your email and network password to sign in — e.g. jane.doe@aps.com

User sign in
Register
Email If you don't have a
Password username, register here.
Remember my username Learn More
Sign in Tell me more about Biscom
Delivery Server.
Forgot your password? Install Java
Here.

Powered by BISCOITY

Sign in with your email and password that you provided at activation. Once signed in, you will see the
below screen which is the APS/Biscom Home page.

5
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["] Biscom Delivery Server acco... );‘ bs  Biscom Delivery Server

¢

i(_-/j-f & nhttps:/isecure-email.aps.com/aps/Main.do
O aps

Securely Deliver and Access Files

@ Secure Workspaces
e View and manage secure workspaces

Help

View Your Deliveries: Received
Unread deliveries: 1. Total received deliveries: 1.

\&

Biscom Delivery Server

x

& | (8- Googe CYR-IT-TE S S

Personal settings | Sign out

Powered by B’xorn

To sign out of Biscom, click on the ‘Sign out’ link in the upper right-hand corner of the page as shown

below.
eoee ™1 Biscom Delivery Server acco... xj" bds Biscom Delivery Server ’ ‘\ms| Biscom Delivery Server x | +
—~ - ~
\-(_-/ A ) @ https:/isecure-email.aps.com/aps/Main.do & | (B~ Google Q)8 +$ & =
Personal settings (Sign out )
Securely Deliver and Access Files
View Your Deliveries: Received
Unread deliveries: 1. Total received deliveries: 1.
@ Secure Workspaces
s View and manage secure workspaces
@ wor
Powered by B’xo’n

Forgot password

If you are unable to remember your password, reset it by utilizing the ‘Forgot your password?’ link.
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® ® ® 4 6iscom Delivery Server acco... x ¢/ 5% Biscom Delvary Server ¢ \\Gu;| Siscom Devery Sever % | +
U @ https://secure-email.aps.com/aps/Activate.do?uid G - Google Q, ﬁ E ‘ ﬁ E

Daps

You have successfully activated your account

APS & Pinnacle West Employees, please enter your email and network password to sign in — e.g. jane.doe@aps.com

User sign in
Register
Sl I you don't have a
Password username, register here.
Remember my username Learn More
Sign in Tell me more about Biscom
Delivery Server.

Forgot your password? Install Java
Here.

Powered by BI)COIT'

After clicking on the highlighted link, you will need to enter in their email address that was used to

register and click the ‘Submit’ button.

T
® ® ® /1 BiccomDelivery Server acco... % | fa  Biscom Delivery Server % \nnsl Biscom Delivery Server % | 4
— L
AP - - =y - . .
G/ & https://secu Biscom Delivery Server account activatior; o . Google Q ﬁ E $ A =

Daps

Forgot Password
Please input your email address, and click Submit button to continue
Email address* |

Submit

Powered by B’xorr'

A password reset confirmation email will be sent to your email within a few minutes. To reset your
password, click on the highlighted link or copy and paste it into your web browser.
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Biscom Delivery Server password reset request confirmation. Inbox  x =
notify@secure-email.aps.com 2:23 PM (0 minutes ago) *~ =
tome |~
Dear
A password reset request has been submitted to Biscom Delivery Server for your account( )-

‘You may reset your password by answering the secret questions you have chosen for your account. Please use the link:
https://secure-email.aps.com/aps/PasswordResetWithQuestions.do?method=resetPasswordRequestActivate&

If clicking the link above does not work, please copy and paste URL in a new browser window.
For security reasons, the link will be expire on 12/11/14 2:23:29 PM MST.

If you have not submitted a password reset request, you do not need to take any further action and can disregard this
email.

Please note: This email was sent from an address that cannot accept incoming emails. Please do not reply to this
message.
-~ NOTICE ---

This message is for the designated recipient only and may contain confidential, privileged or proprietary information. If
you have received it in error, please notify the sender immediately and delete the original and any copy or printout.
Unintended recipients are prohibited from making any other use of this e-mail. Although we have taken reasonable
precautions to ensure no viruses are present in this e-mail, we accept no liability for any loss or damage arising from the
use of this e-mail or attachments, or for any delay or errors or omissions in the contents which result from e-mail
transmission.

You should now see the below page where you will need to enter in your security answer as well as your
new password. Once all fields are complete, click the ‘Submit’ button.

o0 ["] Biscom Delivery Server pass... x/[ \udi Biscom Delivery Server x -\ndﬂ Biscom Delivery Server x -+

o

| @ https:/isecure-email.aps.com/aps/PasswordResetWithQuestions.do?method=resetPasswordRequestActivate. (&= g' Google Q ﬁ B ¥+ # =

Daps

Reset Password
Enter the answer to the question and your new password, and click Submit to reset your password

Email address
Question

Answer

Enter new password

Confirm new
password

Password strength
Submit

Powered by B’xOfr’

Your password is now reset and you can log in using your new password.

Opening an email
To open an email from the APS/Biscom Home page, click on the ‘Received’ link next to ‘View Your
Deliveries'.
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"] Biscom Delivery Server acco... xj' |bas; Biscom Delivery Server \ [pas| Biscom Delivery Server x +

:\(:;ﬂ-ﬂ @& https:iisecure-email.aps.com/aps/Main.do e | (B~ Google a%e ¥R =
&
O aps

Personal settings | Sign out
Securely Deliver and Access Files

View Your Deliveries
Unread deliveries: 1. Total rec

@A Secure Workspaces
View and manage secure workspaces

(=)
® Help

Powered by leorn

You will be brought to the ‘Your Deliveries: Received’ page which will list all of the secure messages you
have received to this address via Biscom. To open an email, simply click on the ‘Subject’ field of the
email you want to view.

® ® ® [ Biscom Delivery Serveracco... % / | Biscom Delivery Server x| bas  Biscom Delivery Server % L+
\S’). @ https:/isecure-email.aps.com/aps/YourDeliveries.do?src=rd ¢ | (B~ Google Q) B & R =

Daps

Personal settings | Sign out
Home

Your Deliveries: Received

Search

Subject Received ~ Last activity Expires
-1 No Subject & 12/10/2014 02:12 PM 12/10/2014 02:12 PM 02/08/2015 02:12 PM

Items 1 tolofl

Powered by B’xom

On the next screen, you will be able to view the header information, content (text) and any documents
that were attached to your message.



[™] Biscom Deiivery Server acco... x J'. bss  Biscom Delivery Server

& httpsi/secure-email.aps.com/aps/DeliveryView.do ?method=view&delivery

—— —

Delete this delivery

&

Biscom Delivery Server x | +
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& | (B~ Googee CYR-A=0F 2

Package name No Subject
To
Subject
From

No Subject

Delivery last updated on 12/10/2014 02:12 PM by
Secure message

Thank you,

Notification message

File name Description
¥ image001.png

(] info.txt

Reply securely

~
+

Date Created

12/10/2014 02:12 PM
12/10/2014 02:12 PM

Size

4 bytes

To view your other deliveries click on the ‘Your Deliveries’ link at the top of the page.

] Biscom Delivery Server acco... x / s

»”
D aps

Your Delivery

Delete this delivery

Package name No Subject
To
Subject
From

No Subject

Biscom Delivery Server

"\(- ) @ https://secure-email.aps.com/aps/DeliveryView.do?method=view&deliver)
—

\ | Biscom Delvery Server x| +

c B' Google

Persanal settings | Sign out

[Delivery last updated on 12/10/2014 02112 PM by

Reply securely

Secure message
Thank you,
Notification message
File name Description Date Created Size
¥ image00Lpng + 12/10/2014 02:12 PM BEKB
B ot + 12/10/2014 02:12 PM 4bytes

Q) wBa + /& | =

10



Pinnacle West — Arizona Public Service | 11
Biscom Instructions for External Users

Downloading content
To download the content of your secure message, simply click on the link of the attachment you want to

download and choose the option to open or save the file.

lbas] Biscom Delivery Server x | 4

® ®® 4 giscom Deiivery Server acco... % [ b Biscom Devery Server x| b

\(-/ @ hitps://secure-email. aps.com/aps/DeliveryView.do?method=view&delivery & | (B~ Google a8 4 A
S —
Delete this delivery
Package name No Subject
To
Subject No Subject
From

Delivery last updated on 12/10/2014 02:12 PM by
Secure message

Thank you,

Notification message

File name Description Date Created Size
+ 12/10/2014 02:12 PM 8.8KB

¥ image001.png
o 12/10/2014 02:12 PM 4 bytes

Reply securely

Replying to an email
When you need to reply securely to a message, click on the ‘Reply securely’ button at the bottom of the

page.



"] Biscom Delivery Server acco... Biscom Delivery Server > ‘\nns,

x J s

Biscom Delivery Server x | +
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:’\(-/_‘- @ hitps:/isecure-email.aps.com/aps/DeliveryView.do?method=view&delivery

- )

Delete this delivery

CYR- 1=

& | (B~ Google

Package name No Subject
To
Subject
From

No Subject

Delivery last updated on 12/10/2014 02:12 PM by
Secure message

Thank you,

Notification message

File name Description
¥ image001.png ~
) info.txt v

Reply securely

Date Created
12/10/2014 02:12 PM
12/10/2014 02:12 PM

Size
8.8KB
4 bytes

A new textbox will appear where you can type your message and attach any appropriate documents.

Once your message is complete and ready to send, click the ‘Send reply’ button at the bottom of the

textbox.
® ® ® 4 Biscom Delivery Server acco... x /b BiscomDeivery Server \pd_ BiscomDeveySever x| +
:L_(- ) @ hitps://secure-email. aps.com/aps/DeliveryView.do?method=view&delivery & | (B~ Google A8 $ & | =
el
Notification message
File name Description Date Created Size
¥ image001.png v 12/10/2014 02:12 PM 8.6 KB
(] info.txt ™ 12/10/2014 02:12 PM 4 bytes
s ™
Subject Re: No Subject
Secure message Browse... No file selected.
Browse...  No file selected.
Browse... Nofile selected.
Browse... No file selected.
Browse...  No file selected.
Browse... No file selected.
Browse... No file selected.
Browse... No file selected.
Send reply
\

>

Powered by BISCOITY
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Once your message is sent, you will see it appear beneath the original message just like any other email
thread.

[Delivery last updated on 12/10/2014 02:12 PM by
Secure message

Thank you,

Notification message

File nama Description Date Created Size

¥  imageD0l.png v 12/10/2014 02:12 PM BE KB
info.bet. s 12/10/2014 02:12 PM 4 bytes.
Regly number =
| = Re: No Subject #
By: Date: 12/10/2014 02:22 PM
test
Ttems 1 tolofl

‘Reply securaly

13



