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SAFE HARBOR

This presentation contains “forward-looking” statements that involve risks, uncertainties and assumptions. If the risks or uncertainties ever materialize or the
assumptions prove incorrect, our results may differ materially from those expressed or implied by such forward-looking statements. All statements other than
statements of historical fact could be deemed forward-looking, including, but not limited to, any projections of financial information; any statements about historical
results that may suggest trends for our business and results of operations; any statements of the plans, strategies and objectives of management

for future operations; any statements of expectation or belief regarding future events, potential markets or market size, or technology developments; and any
statements of assumptions underlying any of the foregoing.

These statements are based on estimates and information available to us at the time of this presentation and are not guarantees of future performance. Actual
results could differ materially from our current expectations as a result of many factors, including but not limited to: quarterly fluctuations in our business and
results of operations; our ability to address market needs and sell our applications and services successfully; integration of acquisitions; acquisition-related
liabilities and charges; the general market conditions; and the effects of competition. These and other risks and uncertainties associated with our business are
described in our Quarterly Report on Form 10-Q for the three months ended June 30, 2017, and the other reports we file with the SEC, copies of which are
available free of charge at the SEC's website at www.sec.gov or upon request from our investor relations department. All forward-looking statements herein
reflect our opinions only as of the date of this presentation and Proofpoint undertakes no obligation, and expressly disclaims any obligation, to update forward-
looking statements herein in light of new information or future events.

In addition to U.S. GAAP financials, this presentation includes certain non-GAAP financial measures. These historical and forward-looking non-GAAP measures
are in addition to, not a substitute for or superior to, measures of financial performance prepared in accordance with GAAP. The most directly comparable GAAP
information and a reconciliation between the non-GAAP figures are provided on slides at the back of this presentation.

Proofpoint is a registered trademark of Proofpoint, Inc. This presentation also contains additional trademarks and service marks of ours and of other companies.
We do not intend our use or display of other companies’ trademarks or service marks to imply a relationship with, or endorsement or sponsorship of us by,
these other companies.
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Next Generation Cybersecurity
Company That Protects People,
Data, and Brands From Advanced
Threats and Compliance Risks



Proofpoint in 2017

Customer Base

~5,900

41%

Fortune 500

5,000

4,000

3,000

~2,400

37% 15%

Fortu ne 1000 GIobaI 2000

2,000

1,000

2012 Q2 2017
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Unprecedented Visibility

300,000

unique malware
samples scanned
per day

1B+

messages processed
per day

200M+

soclal media
accounts scanned

25M+

mobile apps
scanned
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Strong Track Record of Execution and Growth

Annual Revenue ($M) Annual Free Cash Flow ($M)
$600 $120 $100—
$503~ $107
$506
$500 $100
$400 $80
$60
$300 $60
$200 $40
$138
$106
$100 $20 $21
1
$0 o —1_ mmm
2012 2013 2014 2015 2016  2017E* 2012 2013 2014 2015 2016  2017E*

*2017E provided on Form 8K July 27, 2017. 2017E FCF % of revenue assumes midpoint of guidance range. Free Cash Flow defined as net cash provided by operating activities minus capital expenditures.
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Strong Track Record of Execution and Growth

Compelling Business Model
= Recurring Revenues
= High Renewal Rates
= Operating Discipline

proofpoint. ANALYST DAY 2017 1o



What’s Changed Since Last Year

Advances in
Threat Research

Email Fraud
Defense

N

TAP SaaS
Defense

£

Domain
Discover

Py [N

proofpoint.
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What’s Changed Since Last Year

Advances in Email Fraud TAP SaaS Domain
Threat Research Defense Defense Discover
Critical role driving Driving the |dentify and block |dentify fraudulent

overall efficacy authentication of malware when domains used for

emalil to eliminate users access SaaS malicious activity
email fraud applications like
Office 365 and
G Suite
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Attacks Increasingly Target Individuals, Not Infrastructure

Threats use
social engineering,
not vulnerabilities

Mobile, social,
SaasS threats ramp
and evolve

Email fraud becomes
board-level issue

99%+

Rely on user to
run malicious
code

60%

Malicious links
are credential
phishing

Source: Proofpoint, The Human Factor

150%

Increase in social media angler phishing

Customer Service

Mr. Smith, sorry to hear you've been having
trouble. To better serve you, please visit our site
and login. banksite.com/CA/customerservice

RATs become common in mobile apps

Source: Proofpoint, The Human Factor

$5.3B

Direct losses since January 2015,
up 2,370%

40,203

Organizations victimized
in the US alone

Source: FBI, ic3.gov

ANALYST DAY 2017
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But Industry Is Not Aligned with the Threats

IT Security Industry Attack Vectors

Endpoint
18%

Network
YA

90%+

of sophisticated attacks
target people, largely
via email

Source: Gartner (2017 forecast) Source: Verizon DBIR, Trend Micro, FEYE, etc.
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Cloud Is Transforming Businesses

CRM, ERP,
File Share, Email

ORACLE

proofpoint. ANALYST DAY 2017 s



Cloud Is Transforming Businesses

SaaS/Cloud

box ¥
Drophox

workday. [J Office365

proofpoint. ANALYST DAY 2017 s



Proofpoint Platform Protects Individuals

Email Mobile Social
1] Office 365 =
@3 Exchange _ y
&Suite

proofpoint.
nexus
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Proofpoint Platform Protects Individuals

Mobile Social
Email L 4 SaaS Apps
' — ©
] Office 365 L (&
@8 Exchange Resnve
. 8 y ] Office 365
G Suite box

proofpoint. GSuite

NexXus

proofpoint. ANALYST DAY 2017 s



Solutions Across Security, Compliance, Digital Risk

EMAIL ADVANCED THREAT DIGITAL RISK / EXTERNAL HUNTING

Email Protection TAP Email Defense Digital Risk Defense
Email Fraud Defense TAP Mobile Defense (Email/Social/Mobile/Web)
Mail Routing Agent TAP SaaS Defense Domain Discover
Continuity Social Patrol

INFORMATION PROTECTION INFORMATION ARCHIVE
Email DLP Enterprise Archive
Email Encryption Intelligent Supervision
eDiscovery Analytics
Compliance Gateway
Social Archive

Threat
Response/TRAP
Emerging Threats

proofpoint. ANALYST DAY 2017



Product Expansion Fuels Proofpoint’s Growth

$10+ Billion
2020 Market Opportunity

SaasS, Social, Mobile

Email Fraud Defense

Threat Response

Advanced Threat: $1.8B
Info Protection & Privacy: $1.3B

Archiving: $2.0B

Email Protection: $2.1B Email Protection: $2.1B

See appendix for sources for market forecasts
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Product Expansion Fuels Proofpoint’s Growth

SaasS, Social, Mobile —

Email Fraud Defense
Threat Response

Advanced Threat: $1.8B

Info Protection & Privacy: $1.3B

Archiving: $2.0B

Email Protection: $2.1B Email Protection: $2.1B

See appendix for sources of market forecasts
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Product Expansion Fuels Proofpoint’s Growth

$11+ Billion
2020 Market Opportunity

Emerging Products

Advanced Threat: $1.8B
Info Protection & Privacy: $1.3B

Archiving: $2.0B

Email Protection: $2.1B Email Protection: $2.1B

See appendix for sources of market forecasts
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Growth Strategy Grow

product suite

Leverage
ecosystem

Expand
international
Increase sales presence
to existing
customers

Broaden
customer base

proofpoint. ANALYST DAY 2017 =



Proofpoint Advantages

1 Broad suite of capabilities based on a robust cloud platform

Innovation and speed deliver industry leading effectiveness

3 Highly configurable, but easy to deploy and manage

4 Ecosystem built on meaningful technical integration

5 Relentless dedication to customer success

proofpoint. ANALYST DAY 2017 2
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Extending the
Email Security™
Franchise i |

Bhagwat Swaroop
EVP/GM, Email Security Group
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Email Remains the Cornerstone of
Business Communication

Employees View Email Growing Employees
Critical for Productivity 5% YoY Check Email
>4 (U

emails times
per day per day

proofpoint. ANALYST DAY 2017 =~



Email Security: Rapidly Evolving Landscape
$

Email _
Invented Email pear  Social Eng Data
Hello, WWW! Spam Malware Phishing  Attacks Breaches Ransomware BEC
: ®1®
&3 e
. ‘J &1 ®

2010

$712

Per employee For large In 2017 worldwide
breaches
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Major Shifts at Play: Creating Tailwinds

Email is #1 Threat Vector Dynamic Threat Landscape Move to Cloud

v¥y
AN )\ e
l I =» \
| ® %
_ 24K
90%+ advanced threats Malware and Strong growth
propagated via email non-malware attacks of Office 365, G Suite

proofpoint. ANALYST DAY 2017 2



Email: Most Effective Place to Block Attacks
IN Kill Chain

Weaponize
proofpoint. Endpoint and Network Defenses
Effective Security Less Effective
Move left in Attack Chain and Attacker already has foothold,
prevent attacks before damage damage done

proofpoint. ANALYST DAY 2017 =



Email Security Leadership

Proven Effectiveness

&

Strong Customer Growth

Industry Leadership

A

Top Banks, Healthcare, Retail .g’.‘ ~5,900 Customers 100M R_ansomware
&% 2600 TAP Customers Emails in a Day

T =

2000 Major Attacks
Campaigns

35% International Growth

Source: Proofpoint Threat Research 2017
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Maximum Security

Trusted Trusted
Content Sender
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Maximum Security

Trusted Trusted

Content M aX Sender
Security
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Extending the Email Franchise

proofpoint. Advanced Email Security

Email arrives

_INA =

@ Email Security

proofpoint. ANALYST DAY 2017 =



Extending the Email Franchise

proofpoint. Advanced Email Security

Email arrives

_INA =

SPAM Virus Malware DDOS Phishing
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Extending the Email Franchise

proofpoint. Advanced Email Security

Email arrives Email Protection
_INA]
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Extending the Email Franchise

proofpoint. Advanced Email Security

Email arrives Email Protection @ Advanced Threats

_INA =
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Extending the Email Franchise

proofpoint. Advanced Email Security

Email arrives Email Protection oo
_INA]

Malicious Malicious
Attachments URLS
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Extending the Email Franchise

proofpoint. Advanced Email Security

. (@)} . . =%\ Targeted Attack
S e Email Protection Protection (TAP)
N 2
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Extending the Email Franchise

proofpoint. Advanced Email Security

. (@)} . . =%\ Targeted Attack
mmen e Email Protection Protection (TAP)
N 2
@ Response
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Extending the Email Franchise

proofpoint. Advanced Email Security

. (@) . . =%\ Targeted Attack
S e Email Protection Protection (TAP)
N 2

Business

Remediation Continuity
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Extending the Email Franchise

proofpoint. Advanced Email Security

. (@) . . =%\ Targeted Attack
S e Email Protection Protection (TAP)
N 2

Threat

Response Continuity
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Extending the Email Franchise

proofpoint. Advanced Email Security

. (@) . . =%\ Targeted Attack
S e Email Protection Protection (TAP)
N 2

Threat
Response

<2 Email Fraud (BEC) Continuity

X
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Email arrives

Extending the Email Franchise

S

G

Executive

Impersonation

Consumer
Phishing

proofpoint. Advanced Email Security

Email Protection

@ Targeted Attack

Protection (TAP)

é@ Supply-chain

Phishing e

Response Continuity

Look Alike

proofpoint.
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Extending the Email Franchise

proofpoint. Advanced Email Security

Email arrives Email Protection
_INA]

@ Targeted Attack
Protection (TAP)

Email Fraud Domain Threat o T—
Defense Discover Response y
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Extending the Email Franchise

proofpoint. Advanced Email Security

Email arrives Email Protection
_INA]

@ Targeted Attack
Protection (TAP)

Email Fraud Domain Threat o T—
Defense Discover Response y

Email leaves
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Extending the Email Franchise

proofpoint. Advanced Email Security

Email arrives Email Protection
_INA]

@ Targeted Attack

Protection (TAP)

Email Fraud Domain Threat o T—
Defense Discover Response y

hvfo Protecting Sensitive Information

Email leaves

proofpoint. ANALYST DAY 2017  «



Extending the Email Franchise

proofpoint. Advanced Email Security

@ Targeted Attack

Email arrives Email Protection

_INA =

Protection (TAP)

Email Fraud Domain Threat o -
Defense Discover Response y

) Exfiltration @ Insider Threats Regulatory Compliance

Email leaves

proofpoint. ANALYST DAY 2017 4



Extending the Email Franchise

proofpoint. Advanced Email Security

Email arrives Email Protection
_INA]

@ Targeted Attack

Protection (TAP)

Email Fraud Domain Threat o T—
Defense Discover Response y

Information Protection

= B
Encryption DLP Email leaves

proofpoint. ANALYST DAY 2017 4



Email Protection:
Continued Leadership and Innovation —

@ Best in Class Rich, Actionable bt ' User Experience

and Flexibility

4 \ Effectiveness Intelligence

Visibility to Global Threat Advanced Machine Learning Granular Filtering, Custom Rich Reporting, Visualization
Campaigns at F1000 with Content, Context, Configuration and Control and Ecosystem Integration
Companies Behavior Analysis

\V,

Y

&

proofpoint. ANALYST DAY 2017  so



Dramatic Increase in Advanced Threats @

New Ransomware Malicious Malicious
Increased URLS Messages

52
4.3X  90% 250%
Q1 2016 vs. Q1 2017 Credential Q12017 vs. Q2 2017

Phishing Attacks

proofpoint. ANALYST DAY 2017



Targeted Attack Protection: @
Pulling Ahead With Industry Leading Solution

Powerful Advanced Threat Swift Response Superior Threat Insights
Protection Against New Vectors and Visibility

Discern Broad Campaigns Identify Targeted, Impacted Inspect All Attachments, Detailed Forensics Insights
and Targeted Attacks and At-Risk Users URLSs at Delivery and at Click and Reporting

O b 1 @

proofpoint. ANALYST DAY 2017 =2



Rapid Remediation with Threat Response @

Rapid Automated Clear

Detection Remediation Reporting

Automate Collection Confirm Infections Easy, Insightful Benefit from
and Prioritization via via Forensics Drill-down on Built-in and
TAP Integration Across Organization Threat, Origin, Targets Custom Views

0O

Q =%

proofpoint. ANALYST DAY 2017 s



Continuity: Email Always Available

Anywhere, Any Device Seamless User Experience

Full Access to Automatic Cutover, Hassle-free Extensive
Emails, Contacts, Calendar Restoration and Syncing Cloud-based Solution Multi-Platform Coverage

Sec

N

[EK
%
0>

proofpoint. ANALYST DAY 2017 s



Email Fraud Is a Big and Fast Growing Problem

Cost of Email Fraud consumer I_3h|sh|ng Domain Spoofing Attacks
Campaigns
$5.3B 150%  2/3

40,203 companies YoY Increase of all imposter emails

proofpoint. ANALYST DAY 2017 s




. 0
Everyone is Targeted

All Organizations All Functions

_ Large and Small All Industries

Average BEC Attacks
Finance boss at Te Wananga o Aotearoa | Per Company Targeted

falls for 'whaling' scam VERTICAL 2017-Q2
44

Manufacturing

CFO "‘ I 47%

Belgian Bank L €70 Mill Classi Telecommunications 39
elgian ba pses _ 1_1on to_ assiC ‘ Technology 38 HR & - 25%
CEO Fraud Social Engineering Trick .
Energy/Utilities 31
Business Services 29
H oTF : Automotive 26 FINANCE 9 - 13%
Cybercriminals Steal $54 Million from Aircraft o |
P t M k Financial Services 23
arts MaKer -
— W el : - PAYROLL . 8%
07 Tech Firm Ubiquiti Suffers $46M Cyberheist Transportation 20 L 4
nossEEns J Healthcare 19
Networking ﬁrn:{ U'blqu:ll:l Netwo’rks In.c. disclosed this week Ll'nt cybf-:r thieves res

Entertainment/Media 17 COO <¢)I 59,

Source: Proofpoint Threat Research
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Comprehensive Solution for Email Fraud

Email Protection Email Fraud Defense

Configuration  Detection Authentication Look Alike
Gateway Impostor Complete Domain
Rules Classifier DMARC Solution Protection

proofpoint. ANALYST DAY 2017



Need to Have 360° Visibility

FROM
g?
0 ‘4".‘ "":1*“\

Partners /
Supply Chain

Office
Workers
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Need to Have 360° Visibility

FROM {"‘;"

Imposter

Your ISP

I",:&\\

Partners /
Supply Chain

TO

Office
Workers
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. . . 9,
EFD Provides Full Email Ecosystem Protection

Employee 4:':.

Phishing
(Executive Office
Impersonation) Workers

-
e

Imposter

Customer
Phishing
(Brand Impersonation)

Partner / Supply-Chain
Phishing
(Brand Impersonation)

I%\\

Partners /
Supply Chain

proofpoint. ANALYST DAY 2017  eo



. . . 9,
EFD Provides Full Email Ecosystem Protection

Employee 42':. ‘

Phishing
(Executive
Impersonation)

Office
Workers

proofpoint. a

Partner / Supply-Chain ' ,‘\ Customer
Phishing 5,& Phishing

(Brand Impersonation) (Brand Impersonation)

Partners /
Supply Chain
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Email Fraud Defense:
Rapid Growth Propelled by Best in Class Solution =

Intelligent Authentication Full Ecosystem Protection Robust Management

Gain 360° Visibility Minimize Implementation Smart Policy Enforcement via Stay Ahead in a
Risks with Rich Sender Email Gateway Integration Dynamic Environment
Intelligence with Managed Services

QS 6 O XC:

proofpoint. ANALYST DAY 2017 e




Protecting Information Matters

Massive Increase in Huge Costs to Strict Regulatory
W2 Scams Organizations Environment

Up to
Q1 2016 Avg. cost of Global Rev in
vs. 2017 of data breach GDPR Fines

proofpoint. ANALYST DAY 2017




Email DLP: Accelerating Momentum with an
Integrated Solution

Rapid Results No Blind Spots Smart Management

Accurately Detect Exfiltration Deploy Quickly with a Rich Pre-built Rules Achieve Compliance for
of Full Files or Data Fragments Cloud-native Solution and Dictionaries HIPAA, GDPR etc.

4 *
‘k ﬁ, ool W
T a *GDPR *
* *
* &k

proofpoint. ANALYST DAY 2017 e



Email Encryption: Take Back Control of Data

End-to-end Protection Granular Message Control Enhanced User Experience

No Prying Eyes Protect with No Weak Links with Full Life Cycle Solution Expire Simplified Key Management
Strong Encryption Policy-based Automation Emails, Keys via Policies Service by Proofpoint

N2 , .
@ e & &

proofpoint. ANALYST DAY 2017 s



Leading with Innovation

AONRS
C'? —— proo;point_
proofpoint.
D Attachments ¢
proofpoint.
( Social ¢
proofpoint.
@ Mobile °
Lo ] proo?ointm
| Email Fraud
& proofpoint.
SaaS

AN proofpoint.
(uww) o—

\ "’/ . .
XIZZ Domain Discover
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Network Effect Benefits All Our Customers

proofpoint.
Nexus
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Network Effect Benefits All Our Customers

proofpoint.
Nexus
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Network Effect Benefits All Our Customers

proofpoint.
Nexus
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Network Effect Benefits All Our Customers

proofpoint.
Nexus

Proofpoint Nexus Platform Offers Real-time Intelligent Protection

proofpoint. ANALYST DAY 2017 o
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Extending the
TAP Franchise

David Knight
EVP/GM, Threat Systems Group



TAP Continues to Drive Growth

e 2.600 customers Rapid Customer Growth

* Leading brands in key verticals 2,600
Including: financial services,
healthcare, retail, high-tech,
aerospace and defense,
telecommunications and energy

« Growing international footprint

 Traction with the most sophisticated

security teams in the world and mid-
market companies with small teams 250

Q1-14 Q1-15 Q1-16 Q2-17

proofpoint. ANALYST DAY 2017



TAP—Why We Win

Unique Unmatched Rich Threat Cloud-Speed
Visibility Effectiveness Intelligence Innovation
See more enterprise Powerful detection Targets and methods Continuous development
attacks than anyone and ensemble _ of new capabilities
we’re extending this lead _ Campaign, malware _ _
Malware and credential and actor attribution Rapid adoption of
See it first—99%-+ never theft detection new technologies

Targeting and peer
comparisons Immediate deployment
across all customers

make it downstream

Analyst curated
intelligence feed

proofpoint. ANALYST DAY 2017



A Few Recent TAP Innovations

Dedicated threat intelligence Malware family Global and vertical
extraction environment attribution and reporting industry benchmarking

Second-generation real-time, Notable and targeted Detection enhancements
machine learning-based threat identification too numerous to discuss
predictive URL sandboxing

proofpoint. ANALYST DAY 2017
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Extending the TAP Franchise

E-mail Fraud
Threats

&b

SaaS
Threats

L

Proactive Targeted
Attack Protection

&

Threat Response
Automation &
Orchestration

v
X3
ox %

proofpoint.
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Email Fraud Continues to Grow

10,000s

Imposter attacks
identified during
Q2 of 2017

1,500

Customers
targeted

Wide Variety
of Targets

Lower in the
organization

“Up” not just down
Across the supply chain

Look-alike
Domains

Many permutations
detected daily

proofpoint.
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TAP Integration: Email Fraud Threats =

Top 10 Imposter Messages Recipients

» Unique visibility into who is being
targeted by imposter threats s i test Aty

. . . rogersterling@company.com 93 2016/03/08 - 17:03

o H Ig h I I g htl n g Of targ eted exe CS petecampbell@company.com 90 2016/03/08 - 17:03

and malicious domains encosgrove@compans.com 53 2016/03/08- 1703
proofpoint. Demo ver

* Robust reporting and alerting DrEEFEEOEE - - RN

- ceo@executivespl.com

2 Messages * 2 Proofpoint Customers + 0 People lmpacted

Attack Spread Attack Progression

“
‘>

P — 7%

TARGETED WIDESPREAD Blocked Deltvored Repled

Seen by 2 Proofpoint Customers

Delivered Messages l

Intended Users (2) & o3

proofpoint. ANALYST DAY 2017 7



SaaS Adoption Continues to Accelerate

» Average of 15 sanctioned
SaaS applications

— Security is a leading concern l:l
« Creating new threat vectors ~ Office365
. G Suite

— Malicious attachments

shared via SaaS box

collaboration platforms Servicenow
— Malicious resumes P

. <, Dropbox
. <«
via HRMS apps v slack zendesk

— Malicious links In
help-desk tickets

proofpoint. ANALYST DAY 2017 7



TAP SaaS Defense

File Defense for O365 OneDrive, O365 SharePoint, G-Suite Drive, Box
» Leverages TAP dynamic malware analysis

Protects externally shared attachments

Integrated to the TAP Dashboard

Feeds the Nexus Threat Graph

Provides powerful data access context for all threats

proofpoint. ANALYST DAY 2017  eo



TAP SaaS Defense: High Level Architecture

TAP
Dashboard

CIGIC]
g

G Suite
lbox

TAP SANDBOXES AND
THREAT INTEL

Scanning files for Malware

proofpoint. ANALYST DAY 2017 =



Integrated Threat Visibility & Intelligence

2017/06/22 - 2017/06/22, All Types, Malware/Phishing, Individual Threats, All Statuses o +
12 ALL THREATS
Tweat Name Tre Ladest Activity (UTC +0000)  Appleation Pasourre Affected Lsery
2017/06/22 -
@ 4213251b1285219d293ab0aead05690fBe2c0cafadeda83chbosfafaa. .. Google Apps 2 0
18:46
2017/06/22 -
& ©1fdeT9dce2150d9ded5149548c678d2745504chb902cd5das1a04. . OneDrive 1 2
17:16
2017/06/22 -
J  ssadfss476wSdefeatassrdTsfd54sf46fd00bBcaebT38dbT124edcs. Sharepoint 1 2
14:00

proofpoint. ANALYST DAY 2017 e



Integrated Threat Visibility & Intelligence
= o . o s o O

) @ 5402cab4f601b8b755fb9512dd00036f12ee14c173925ea350a4d4470aa0d383

2 Resources + 1 Application - 2 People Affected

File Info Resources (2) O
Type pdf This threat is detected in your 5aa5 applications
File Names Maor_CV_new.pdf . R - N . ) First Activity Latest Activity
Name Application Operations Affected Users (UTC +00:00) (UTC *00:00]
SHA256 5402cabdfe01b8bT55fbo512dd00036f122e140c1739252a350a4 N J N ]
44703300383 Helen_Smith_Resume_2017.pdf OneDrive Add to Folder ygrindlinger@proofpoint.com 2017/08/28 - 04:15 2017/08,/28 - 04:15
MD5 eaeac52bcfi86d395376a6babf306c82

Size 2053128 ) Add to Folder . ) . _ . _
Maar_CV_new.pdf OneD tmagid fpoint. 2017/08/28 - 04:1 2017/08/28 - 0411
aor_CV_new.p nelrive Download File/Folder magid @proofpoint.com y 3 ! 3

Forensics

Reports Report #1: 2017/08/30 - 04:58 (UTC +00:00) || Windows ... ¥

proofpoint. ANALYST DAY 2017  ss




Integrated Threat Visibility & Intelligence

.nnn-n & e Q

Resource Details

[e=
(%

Maor_CV_new.pdf

Application  Microsoft OneDrive Threats ) 5402cabAf601b8b755/b9512dd000S.. Affected Users  ygrindlinger@proofpoint.com
Type FDF Operations  Add to Folder
Location https://www.hostname.com/document/8 Download File/Folder
2
Owner hr@proofpoint.com
Created 2017/08/30 - 06:04 (UTC +00:00)
ACth\ty 2017/08/28 04:15 - 2017/08/28 04:15 (UTC +00:00)

Download File/Folder 2017/08/30-05:55

Action Download File/Folder Source IP 71.2.19.86

Affected Users yerindlinger@praafpoint.com User Agent Google Chrome

Add to Folder z017/08/30-05:55

Filename Maer_CV_new.pdf Source IP 66.21.56.112

SHA256 5402cabaf601b8b755f9512dd00036f12ee14c173925ea350a4d4470aa0d38 User Agent Mozilla Firefox
3
Originating Agent = maor@badguy.zz
Affected Users None

proofpoint. ANALYST DAY 2017




Rise in Threats Using Look-Alike Domains

Look-alike domain use growing

— 1,000s attacks seen during Q2 2017
— 3X Increase over the prior quarter
Used in highly targeted attacks

— Emall fraud

— Targeted credential phishing

— Targeted malware distribution

Many are quite difficult to spot

Lots of interesting variations...

Source: Internal Proofpoint Threat Research Data

Example Techniques

legitimatecorp.com <-> legltimatecorp.com
legitimatecorp.com <-> legitirnatecorp.com
legitimatecorp.com <-> legiitmatecorp.com
legitimatecorp.com <-> |legitiimate-corp.com
legitimatecorp.com <-> |egitimatecorp-us.com
legitimatecorp.com <-> |egitimatecorp.co
legitimatecorp.com <-> legitimatecorp.com

proofpoint.
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Rise in Threats Using Look-Alike Domains

Look-alike domain use growing

— 1,000s attacks seen during Q2 2017
— 3X Increase over the prior quarter
Used in highly targeted attacks

— Emall fraud

— Targeted credential phishing

— Targeted malware distribution

Many are quite difficult to spot

Lots of interesting variations...

Example Techniques

legitimatecorp.com <-> legltimatecorp.com
legitimatecorp.com <-> legitirnatecorp.com
legitimatecorp.com <-> legiitmatecorp.com
legitimatecorp.com <-> |legitiimate-corp.com
legitimatecorp.com <-> |egitimatecorp-us.com
legitimatecorp.com <-> |egitimatecorp.co
legitimatecorp.com <-> |legitimatecorp.com
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Proactive Targeted Attack Defense—Domain Discover

 New module provides proactive defense .
agalnst IOOk allke domaJnS Domain Activity by Brand
— Email fraud attacks 23'“ | .223. o4 ——
_ Targeted malware and phlShlng attaCkS New Infinging Domains Infinging Domains Reported e
— Attacks directed at other Proofpoint customers Top Risk By Brand ———_
— Attacks directed at consumers o T "
vourbank.co.uk 120 24hr 35 vourbankeard.com [l I
* Proactively finds suspicious domain registrations = powen R Fea— - .
- Automatically flags suspicious and risky domains  |msmswusean - 0 sem | o o e @it

Powerful enforcement options

— Across all Proofpoint customers
via Protection & TAP
15

— Third party reputation services | Fiagged Suspicious
— Third party takedown services
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Threat Response Automation & Orchestration

« Data exfiltration takes minutes, remediation takes hours or days

30%
20%

10%

0%
Time to detection from compromise Time from detection to remediation

m<lhr w®ml5hrs ®6-24hrs ®m25-48hrs m2-7days ®m8-30days ®1-3mos ®4-6mos ®7-12mos m>1yr

» 65% of organization report staff shortages as the biggest barrier to incident response
— More than 300,000 open security positions in the US

* TAP provides an efficient entry-point into this market

Source: Sans Institute InfoSec Reading Room - Incident Response Capabilities in 2016: The 2016 SANS Incident Response Survey
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Threat Response Auto-Pull (TRAP)

« Extends TAP momentum to threat
response orchestration segment

— Automates removal of delivered Delivered Email Threat
email threats

— Provides critical intelligence & user f
for delivered threats & recipient(s) prOOpr|nt®
— Integrates with both Proofpoint TAP Threat Response
and third-party alerts o ~.
+ Delivers compelling value to both E Exchange 1) Office 365
security and messaging teams
 Creates upsell path to full Threat v Quarantine initial recipient mailbox
Response platform v Quarantine internally forwarded messages

proofpoint. ANALYST DAY 2017 e



Proofpoint Threat Response

= THREAT RESPONSE

Powerful alert & incident management

System Status

— Alert correlation and assignment

Automated threat containment
— Infection verification and isolation

Multi-channel enforcement

— Automatically push indicators to firewalls, -
proxies, or other devices I

Automated threat hunting
— Search for indicators across the enterprise

Open, extensible platform

— Support for Palo Alto, Splunk, CyberArc, Imperva,
Tanium, Checkpoint, FireEye, Cisco, Bluecoat, and more

proofpoint. ANALYST DAY 2017 o



Summary: Extending the TAP Franchise

Growing Our Lead and Leveraging TAP to Drive Adoption
Market Share with TAP of Emerging Products
2,600 E-mail SaaS
Fraud Threats Threats
Proactive Targeted Threat Response
Attack Protection Orchestration
v
@ x ¥
oxX

Q1-14 Q1-15 Q1-16 Q2-17

proofpoint. ANALYST DAY 2017 =



Threat Research & Landscape



World-Class Threat Research

The Team

Key Responsibilities

— Global team —

— World-leading experts —
in critical domains

» Work with researchers -
across the security
community -

 Significant investment « Diverse skills

Malware analysis
Network and protocol analysis
Exploit kit tracking

Data science &
machine learning

Language skills including
Russian and Chinese

— Actor and dark-web

monitoring

Threat detection
Hunting and intelligence gathering
Zero-day exploit identification

Campaign, malware and actor tracking
and attribution

Threat publication

Direct customer engagements

proofpoint.
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Threat Research: Defensible Advantage

Great Data Innovative Tooling World-Class Team Research Culture

fﬂ/mmoamoom\m“ N
,00?000?0107010010\00“\“\0
ap 9010101010001V s
i '0101010107000101100*°Omow

gy 1911001010100101010!
100010101010010100

010101010001010?
mmmooomﬂoa
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Humans Continue to be the #1 Target

* 99+% of current threats require human interaction to succeed

— URLs -
« Credential phishing requiring forms to be filled
« Links to malware that require the user to save and execute file

— Attachments
» Macros that require user to “enable”
 Embedded files that need to be double-clicked & accepted
« Exploit Kits are in serious decline for the 2"d year in a row

— Several major EK-using actors have switched to using
social engineering instead

« Email Fraud attacks are entirely human-focused

 Even APT actors are increasingly relying on user
trickery over Oday exploits
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Malicious URLs are Back in Style

| 1 [ | [
Jul 2016 Oct 2016 Jan 2017 Apr 2017 Jul 2017

10

n |
(] on (=]

Percent of Messages

Pa
en

[
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Most Malware in Email 1Is Ransomware
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Ransomware the Majority of Campaigns

Campaigns per Month
= ra

proofpoint.
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More Phishing than Malware URLS

u]miilil

[ [ [ [ 1
Jul 2016 Oct 2016 Jan 2017 Apr 2017 Jul 2017

Number of URLs
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Credential Phishing Trends

» Seeing increase in phishing of enterprise cloud services
— e.g., Dropbox, Box, OneDrive, Salesforce, etc.

- Cryptocurrency becoming a more common target

 Attackers frequently embedding phishing URLSs inside
of documents to bypass traditional filters

» Certain consumer-oriented brands see high volumes
of phishing via SMS and social media

* Phishing is often the first stage of a larger attack

— e.g., extensive DNC compromise started with email
credential phish

— BEC actors can use phished credentials to perform
pre-attack reconnaissance
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Most Phished Credentials

Email Accounts Financial Institution  Enterprise Cloud Business Services Consumer Services
Services
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Email Fraud Tactics

Attend to this ASAP. - Temporary ltems

Message

Roles and names carefully researched in advance Ao 10 this ASAP

— High-level executive = payment processor typical @)
— Often by successful phishing/RAT infections

—a—

» Typical attacker groups are small teams of 4+
people with specific roles

I need you to attend to a new merchant payment today,how soon can we get it done.?

« Messages tend to be short and simple -
» Attackers engage in back-and-forth conversation
with their target to build legitimacy A »
» Most sophisticated actors infiltrate org to ey - N
hijack existing conversations @ e, e 207 552
 Increasingly seeing the use of look-alike domains

I need you to process an outgoing wire transfer. What details do you need for this?

Thanks,
Scott

proofpoint. ANALYST DAY 2017 10



Actor Spotlight: TA505

« Highest volume actor of the last year

» Responsible for Dridex banking trojan and Locky ransomware distribution
« Branching out into a broader selection of malware in 2017

Dridex
AJ The Trick
) _L JM A_A | _ U\ A
12016  09/27/2016 11/24/2016 01/21/2017 03/20/2017 05/16/2017 07/13/2017 08/25,
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APT Actor Spotlight: Carbanak

« Most prolific (non-nation-state) APT actor

of 2017

* Recent heavy targeting of chain restaurants

 Directly attacking restaurant branches T Wpieiting vulner b117E
with point-of-sale malware (CC# scraping) successFul

 Also targeting restaurant supply
chain vendors

 Also observed attacking software providers
and payment/payroll processing

 Typically target 1-2 companies at a time,
and repeatedly attack for several weeks
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Sample Carbanak Lures

L™ aafm e > = catering - Message (HTML)
! iﬁb Message

From: Adrian Clark <adrian.1987clark@yahoo.com>

To:

Cc

Subject: catering

. &
Hi, a
my name s Adrian Clark i want to make a catering order for tomorrow for 11 am.

It's a big one for 14 people, i’ ve composed a list of what we' 11 need.
Enclosed file contains all catering information.

Click on edit at the top of the page and than double click to unlock content

Sincerely yours,
Adrian Clark
Wilds Ltd.

ni This document is encrypted by

Outlook Protect Service

To decrypt document, please perform the following steps

If this document was downloaded from your email, please click "Enable editing
from the yellow bar above

nce you have enabled editing, piease click "Enabie content” on the
yellow bar above

Why i1 cannot open this document?

w this document using an online viewer

B Microsoft Ei U Mcifee  symantec [T Security Analytics

© 201€ Microsoft 2 Microsoft

proofpoint.
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APT Actors Continue to be Active

» Seeing steady activity from a variety of nation state actors
» Their techniques and toolkits continue to evolve
* Primarily using social-engineering instead of expensive exploits

Email continues to be their preferred infection vector

* Federal Ministry
& for Economic Affairs m

and Ener,
- | Bananan I p—— am 17 ) oo RAaccns gv G20 GERMANY 2017
EIEdY U « ¢ |z ©®esepancHan uenesan nporpamma 2017-2020 vessag = = =2
ED 1 Message a 0
x 4 Reply  Create New 43 L;‘j Mark Unread O
‘—r‘ Reply All Ei o "E E. Categorize ~ " A Berlin, 22 June 2017
Delete i Move - Editing Zoom : '
kg Forward - ¥ Follow Up - v
Delete Respond Quick Steps P Move Tags . Zoom
From: S—. U Sent: Sun12/11/2016 7:51 PM Save the Date
To: = .U
< Task Force “Digital Economy”
Subject: DepepansHan uenesan nporpamma 2017-2020 rr.
I Message | 2017-2020.doc (425 KB) 23-24 October in Hamburg
i)

Dear Colleagues,

I hope that everyone has been well since we last met in April. By means of this letter I would like to ask you to “Save
the Date” as we are planning another G20 Task Force “Digital Economy” meeting for 23-24 October 2017 in Hamburg.

In April, our Ministers endorsed the first ever G20 Digital Economy Ministerial Declaration. Now it is time to start

putting it into action! As part of the Declaration, the “ROADMAP for Digitalisation: Policies for a Digital Future”
E - .ru :I D -~ outlined eleven important areas that require our further attention. The meeting in October will allow us to
— — implement some of these actions and help set the course for future work under the Argentinian Presidency.
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Recent Example APT Attack

game of tranes preven: .mmnmﬁm‘awﬁﬁ!ﬁm
e Home  lncert  Pagelayout  References  Madings  Redew  Veew o g

Q@ rroected view

» Fake “Game of Thrones” leak, leads to APT trojan

e unsafe. Chck for g x

-
{

» Timed to coincide with build-up to the season finale

Double click on the video icon to open it.

>

Game OF Thrones

B s = Wanna see the Game Of Thrones in advance? - Message (HTML) s &&= Season 7
s ST - o What you will see in the video:
From: Jennifer = @gmal.com> Sent:  Thu 8/10/2017 8:20 AM |
To:
Ce:
Subject: Wanna see the Game Of Thrones in advance?

The video is about 3 minutes.

. Message | '\ game of thrones preview.docx (26 KB)

Hi,
Here is a chance to see the GoT in advance.
What you will see in the next episodes:

Of course, you have to give me a little benefit.

Season 7 Episode 5:310

Season 7 Episode 6:320

Season 7 Episode 7:330

Or all the three Episodes: $50

To show my sincerity, let me show you some video clips of the scenes described above.

[ semiter N -

proofpoint.

Reply this email to see more videos.
Season 7 Episode 5:510

Season 7 Episode 6:520

Season 7 Episode 7:530

Or all the three Episodes: $50

| Page 1ot | Words7s BOE3E 10% C
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Proofpoint Compliance Suite

Information Intelligent
Archiving Supervision
Social

Compliance

Source: Gartner IT Key Metrics Data 2012

Strong business drivers
* Regulatory: 2016 Record year in fines for FINRA
» e-Discovery: Cost $18K per GB for legal review
» Favorable competitive environment

Solid customer traction
« Strong go-to-market leverage with security sale
» Largest average deal size of any Proofpoint

customer

Performing at enterprise scale
- 19+ PB total data under management in archive
« Largest customer: 140,000 seats, 600+ TB
» Average search speed 4.6 seconds

proofpoint.
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What Do They Buy?

Information Intelligent
Archiving Supervision _
Archive $25
Intelligent Supervision $25
Additional Content Types $10
Social Compliance $10
. Information Protection $10
Social
Compliance
Total $80
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Why Do They Want What We Are Selling?

Compelling Reason World-Class Favorable Competitive
to Buy Products Environment
Explosion of Flnra‘? @\%., ” Hewlett Packard ————> MICRO
X | ewlett Packar
Regulations N’ O Enterprise FOCUS
IROC Information Intelligent
e Archiving SUPEIVISION | [
Growth of O v Symantec —> VERITAS
Data Types o
________________________________________________________________________________________________________________________________________ Information Social
Protection Compliance
»‘a .
Significant A%’ Orchestria
Cost _

technologies

proofpoint.
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Key Growth Drivers

1  Volume of data

? Locations of where data is stored

3 Growing regulations...and regulatory focus

4 Growth in content types

5 Cloud disrupts legacy models

...A Day in the Life of Sensitive Data
proofpoint. ANALYST DAY 2017  us




A Day In the Life of Sensitive Data

There’s a lot of it...
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A Day In the Life of Sensitive Data

There’s a lot of it...

PIm———N

...in a lot of different places.
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A Day In the Life of Sensitive Data

...and data types keep growing...

, yalmirier:
(8) Skype for Business FACTSET i “THOMSON

m . REUTERS
““chatter e
@ jive ¥= slack
Bloomberg
£& OneDrive pivei Jnstogrom

ﬂf SYMPHONY

facebook Linked [ - 360°
twitteryp OV SharePoint &
(pmtepe& Exchange File Server
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A Day In the Life of Sensitive Data
...and data types keep growing...

@ PCI-DSS < :
Data Protection
‘* IIROC Act
5 Data Protection
SO Act

Data Protection Data Protection
Act Act

‘ Personal Information
Protection Law

*  Privacy Act

f7Al Personal Data
Y Protection Act

...and so do the number of regulations.
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Financial Regulatory Drivers (SEC 17a-4, FINRA, IROC, MiFID 1)

Key Requirements

Records retention &
Supervise communication Q
Store as read-only &
Produce data easily ¢
Enable third-party access @

proofpoint. ANALYST DAY 2017 1o



FINRA Examination Letter—2017

k6 .. .FINRA will review
firms’ compliance with
their supervisory
and record-retention
obligations with
respect to social
media and other
electronic comm-
unications in light
of the increasingly
important role they
play in the securities
business...

&>

k6 ...Cybersecurity threats
remain one of the most
significant risks many
firms face,...Among the
areas FINRA may review
are firms’ methods for
preventing data loss,
...FINRA may assess
controls firms use to
monitor and protect
this data, for example,
through data loss
prevention tools...”

O

v

proofpoint.

6. ..in multiple instances,
firms have failed to
... preserve certain
records in a non-
rewriteable, non-
erasable format,
commonly known as
write once read many
(WORM) format...

v

k6. ..FINRA will assess
firms’ testing of their
internal supervisory
controls. Regular
testing is critical to
enabling firms to
identify and mitigate
gaps or inadequate
controls... "

ANALYST DAY 2017
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GDPR Regulatory Driver

The European Union General
Data Protection Regulation
(EU GDPR) aims to regulate
the collection, processing,
storage, deletion, transfer, _
and use of personal data of | Key Requirements

EU residents. Any company C : L &
. ompliance monitoring

handling EU personal data : :

will have to comply with the by Data Privacy Officer

new rules. GDPR also :

: : Right to be forgotten,

includes a tiered pelgily de?ete limit retgention &

structure of fines of up to !

4% of ‘annual turnover’ for
more serious offences.

Notify within 72 hours
of breach

proofpoint. ANALYST DAY 2017 1=



Proofpoint Compliance Suite

@ Skype for Business
“chatter - o,
é [x] FACTSET A

Information Jive  vammer- pIVGH Intelligent
Archiving 22N 360° Supervision

& Bloomberg
: 4% slack ', THOMSON

* REUTERS

Microsoft® o
Exchange

Linked [T}

facebook s{¢ SYMPHONY
(: ) twitterd
Pinterest B> SharePoint Q
o @ E File Server tx)x

Information & OneDrive Social
Protection (o Compliance
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Proofpoint Compliance Suite

@ Skype for Business

snlcgﬁroc
— m chatter EACTSET
Information jive  yammers pivet
Archiving = o 360°
& oomberg N
ﬁ??ﬁange » SIaCk § TRHE?J¥ESSN
Linked [T}
facebook ﬂf SYMPHONY
twitterd
Pinterest B> SharePoint
@ E File Server tx)x
~ {& OneDrive
(O
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Proofpoint Compliance Suite

@ Skype for Business

RN &
salesforce ice ”
m Chatter _ _ 90

jive  yammer: pivt Intelligent
= o 360° Supervision
& oomberg N
E??Hange - SIaCk TRHE%¥ES£‘|
Linked [}
facebook 8¢ SYMPHONY
twitterd
Pinterest B> SharePoint
@ E File Server tx)x
~ {& OneDrive
(O
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Proofpoint Compliance Suite

Linked [T}
facebook
twitterd
P €=
@ Social
© Compliance
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Proofpoint Compliance Suite

p.
&

Microsoft® .

Exchange

facebook
o@ B> SharePoint

@ EFile Server tx)x

Information
Protection
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Case Study: Financial Services

About Requirement Solution

* Diversified financial * Protect data and employees * Protection & TAP

services company from security threats
* Over 20,000 employees * Capture and preserve data * Information Archive
e Global in a compliant archive

* Comply with data privacy - Information Protection
regulations at gateway
and on-prem

a =S
BE 5o
S2»

oroofpoint. | N ANALYST DAY 2017 =



proofpoint.



proofpoint.

Intermission
Webcast to Resume at
Approximately 3:50 PM ET

rved and proprietary. Proofpeint is a registered trademark of Proofpoint, Inc;-All logos and trademarks are the property of their respective owners




proofpoint.

Driving Growth

Tracey Newell
EVP Worldwide Field Operations

ANALYST DAY 2017

© 2017 Proofpoint,.Inc.. !All rights reserved and proprietary. Proofpeint is a registered trademark of Proofpoint, Ine,_ All logos and trademarks are the property of their respective own



Driving Growth

1 Broaden customer base

Increase sales to existing customers

Leverage strategic channel and ecosystem partners

4 Expand internationally

Focus on customer success

proofpoint. ANALYST DAY 2017 1



Enterprise Go-to-Market

“‘““i'l""m
- m
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Accelerate Market Share:

- -

11% 10%
f f
Fortu?\e 500 Fortur?e 1000

’

37% 15%

Fortune 1000 Global 2000

41%

Fortune 500
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Add-on Opportunity:

At Time of 2012 IPO Q2 2017
(~2,400 Customers) (~5,900 Customers)

~1%

X

[} 1 Product
I 2 Products
I 3 Products

4+ Products
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Fortune 500 Financial Services Customer

$7,000,000
$6,100,000
$6,000,000
$5,000,000 1,900%
ARR Growth
$4,000,000 Adding TAP,
Privacy, and
Archive
$3,000,000
Other
$2,000,000 v
| mTAP

$1,000,000 |

$300,00 m Privacy

$0 1 ® Protection

Initial Sale 2012 2013 2014 2015 2016 2017
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Fortune 500 Aerospace and Defense Firm

$3,000,000
$2,700,00
$2,500,000
350%
$2,000,000 ARR Growth
Adding TAP, ET,
$1.500,000 TR, and Mobile
Other
$1,000,000 ® Mobile
$600,000 =
500,000 i
$ B B ] " TAP
EEeEmenlN:
50 ® Protection

Initial Sale 2012 2013 2014 2015 2016 2017
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Annual Contract Value by Vertical

B Financial Services

18% B Healthcare
Investing in:
* Financial services

 Healthcare

I Business Services
B Technology

" Government

 State, local _
and education B Manufacturing
* Federal Retail
government Education
| — | Other

(g

ACV based on customers under contract as of 6/30/17.
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Commitment to Channel

1 Channel partner program

Focus on strategic partners

3 90%+ renewal rates

4 Sales and technical enablement

Ease of doing business
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Focus on Strategic Channel Partners

\ ™ 4 @
OPTIV hL
”~\
¥ 4
+ a \
HQ
= ata&t BTQ EXCLUSIVE
NETWORKS
P &
\NTTCommunlcatlons ‘ ‘ I Nm §
NTT Com Security dimension

data
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Focus on Channel and Ecosystem Partners

‘ .
e
splunk> S atst  AA oW,
data
4 a\
EXCLUSIVE BT Q

I“APERVA NETWORKS

CYBERAR K I mw g \NTTCommunications

NTT Com Security

U McAfee @V § PTIV
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International Expansion

Momentum in Europe:

= |nside and field sales
momentum

= Large enterprise wins
= Channel build-out

= Expansion into new
countries

Inter-
national

Reflects Q2 2017 International split.

proofpoint. ANALYST DAY 2017 14



Customer Success

98% 96% 95%
Service Provided Support Engineer Overall Customer
by Tech Support Product Knowledge Satisfaction

ta source: Based on 3rd party CSAT survey for Q2 2017.
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What 'm Hearing -

from Customers....












In Closing

Focus on market share

2 Accelerate share of wallet with installed base

3 Scale through channel and ecosystem partners

4 International expansion

5  World-class customer service
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SAFE HARBOR

This presentation contains “forward-looking” statements that involve risks, uncertainties and assumptions. If the risks or uncertainties ever materialize or the
assumptions prove incorrect, our results may differ materially from those expressed or implied by such forward-looking statements. All statements other than
statements of historical fact could be deemed forward-looking, including, but not limited to, any projections of financial information; any statements about historical
results that may suggest trends for our business and results of operations; any statements of the plans, strategies and objectives of management

for future operations; any statements of expectation or belief regarding future events, potential markets or market size, or technology developments; and any
statements of assumptions underlying any of the foregoing.

These statements are based on estimates and information available to us at the time of this presentation and are not guarantees of future performance. Actual
results could differ materially from our current expectations as a result of many factors, including but not limited to: quarterly fluctuations in our business and
results of operations; our ability to address market needs and sell our applications and services successfully; integration of acquisitions; acquisition-related
liabilities and charges; the general market conditions; and the effects of competition. These and other risks and uncertainties associated with our business are
described in our Quarterly Report on Form 10-Q for the three months ended June 30, 2017, and the other reports we file with the SEC, copies of which are
available free of charge at the SEC's website at www.sec.gov or upon request from our investor relations department. All forward-looking statements herein
reflect our opinions only as of the date of this presentation and Proofpoint undertakes no obligation, and expressly disclaims any obligation, to update forward-
looking statements herein in light of new information or future events.

In addition to U.S. GAAP financials, this presentation includes certain non-GAAP financial measures. These historical and forward-looking non-GAAP measures
are in addition to, not a substitute for or superior to, measures of financial performance prepared in accordance with GAAP. The most directly comparable GAAP
information and a reconciliation between the non-GAAP figures are provided on slides at the back of this presentation.

Proofpoint is a registered trademark of Proofpoint, Inc. This presentation also contains additional trademarks and service marks of ours and of other companies.
We do not intend our use or display of other companies’ trademarks or service marks to imply a relationship with, or endorsement or sponsorship of us by,
these other companies.
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Reaffirming Guidance Provided July 27, 2017

We are officially reaffirming guidance, both for the third quarter and the
full year 2017, as provided on our earnings call on July 27, 2017.
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Highly Visible Revenue Drives Free Cash Flow

Annual Revenue ($M) Annual Free Cash Flow ($M)
$600 $120 $100—
$503~ $107
$506
$500 $100
$400 $80
$60
$300 $60
$200 $40
$138
$106
$100 $20 $21
1
$0 o —1_ mmm
2012 2013 2014 2015 2016  2017E* 2012 2013 2014 2015 2016  2017E*

*2017E provided on Form 8K July 27, 2017. 2017E FCF % of revenue assumes midpoint of guidance range. Free Cash Flow defined as net cash provided by operating activities minus capital expenditures.
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Highly Visible Revenue Drives Free Cash Flow

Annual Revenue ($M) Annual Free Cash Flow (% Revs)
$600 $120
$503- 21%
$506
$500 $100
$400 $80
16%
$300 $60
$196
$200 $40
$138
$106 8%
$100 $20 ;
$0 $0 mms R
2012 2013 2014 2015 2016  2017E* 2012 2013 2014 2015 2016  2017E*

*2017E provided on Form 8K July 27, 2017. 2017E FCF % of revenue assumes midpoint of guidance range. Free Cash Flow defined as net cash provided by operating activities minus capital expenditures.
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Revenue by Segment

First Half 2016 First Half 2017

[l Archiving, Privacy,
and Governance

. Advanced Threat
and Protection

Reflects first half revenue by segment and as reported on Form 8-K on July 27, 2017.
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Revenue by Segment — Advanced Threat Breakout

First Half 2016 First Half 2017

[l Archiving, Privacy,
and Governance

. Advanced Threat
B Protection

Advanced Threat breakout represents best estimate for relative distribution of revenue within the Protection and Advanced Threat revenue segment reported on Form 8K on July 27, 2017.
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Revenue by Segment

Protection Advanced Threat Archiving, Privacy,
and Governance
$120 $120 $120
$107
$100 d $100 $100
$81
$80 $80 $80
$68

$61

$60 $60 $60
348
$40
$40 $40 $40
$20 $20 $20
$0 $0 $0
FH 2016 FH 2017 FH 2016 FH 2017 FH 2016 FH 2017

Advanced Threat breakout represents best estimate for revenue within the Protection and Advanced Threat revenue segment reported on Form 8K on July 27, 2017. All numbers in $ millions.
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Summary: Extending the TAP Franchise

Growing Our Lead and Market Leveraging TAP to Drive Adoption

Share with TAP of Emerging Products
E-mail Fraud SaaS
Threats Threats

Proactive Targeted Threat Response

Attack Protection Orchestration
v
@ x ¥
oxX

Q1-14 Q1-15 Q1-16 Q2-17
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Emerging Products — Driving $4B Opportunity

Threat Social &
Response Digital Risk

Email :
Threat Fraud Tap SaaS Domain

, Defense Discover
Intelligence Defense
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Emerging Products — Driving $4B Opportunity

% ARR Split Within Emerging Products

= Mobile

® Threat Response

m Email Fraud Defense
m Social & Digital Risk

® Threat Intelligence
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Blue Chip Customers with Significant Growth

At Time of 2012 IPO Q2 2017
(~2,400 Customers) (~5,900 Customers)

1%
[ 1 Product
I 2 Products

I 3 Products

4 Products
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Blue Chip Customers with Significant Growth

At Time of 2012 IPO Q2 2017
(~2,400 Customers*) (~5,900 Customers)
1 Product 74% (~1,800) 47% (~2,800)
2 Products 24% (~600) 26% (~1,500)
3 Products 1% (~25) 20% (~1,200)
4+ Products N/A 7% (~400)
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Blue Chip Customers with Significant Growth

At Time of 2012 IPO Q2 2017
% New ARR Booked % New ARR Booked
1H 2012 1H 2017
1 Product 77% 27%
2 Products 22% 30%
3+ Products 1% 43%
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Significant Opportunity to Fill in Whitespace

$1 Billion

opportunity to sell deeper
Into existing customer base of ~5,900

4'7% nhave one product 26%0 have two products 2 7% have three or more products

~$500M $1.0B

ARR Under Contract ARR Still Available
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Blue Chip Customers with Significant Growth

Strong attach rate of additional products into the customer base since IPO

F-1000 Penetration U.S. vs. International Revenue Global 2000

Reflects Q2 2017 results.
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2020 Operating Model

2020E 2020E

(2016 Analyst Day) (2017 Analyst Day)

Revenue $950M - $1,050M $1,025M - $1,100M

Non-GAAP Gross Margin 17%—79% 17%—79%

Non-GAAP Operating Margin 13%—15% 13%—15%

Free Cash Flow $250M ~$266M
As % of revenue 24—-26% 24—-26%

2020E provided at 2016 Analyst and Investor Day on June 8, 2016.

Non-GAAP Gross Profit is defined as GAAP Gross Profit, adjusted to exclude stock-based compensation expense and the amortization of intangibles associated with acquisitions; see appendix for reconciliation.

Non-GAAP Operating Margin is defined as GAAP Operating Margin, adjusted to exclude stock-based compensation expense and the amortization of intangibles and costs associated with acquisitions and litigation; see appendix for reconciliation.
Free Cash Flow is defined as net cash provided by operating activities minus capital expenditures.

With available NOLs we should not be a regular tax cash taxpayer in the US through 2020 — AMT cash taxes may apply.

2020E Free Cash Flow calculated at the midpoint of the revenue range.

We are not providing a GAAP to Non-GAAP reconciliation to the 2020 Operating Model update because we are not able to present reconciling items without unreasonable effort due to potentially high variability, complexity and low visibility as to
the items that would be excluded from the GAAP measures, such as stock-based compensation expenses, the impact and timing of potential acquisitions, potential litigation expenses, and capital expenditures. The actual amounts of such
reconciling items will have a significant impact on the company’s GAAP results.
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2020 Prospective Revenue Mix by Segment

2020 Revenue 2020 Revenue Market Share
($M) ($M)
(2016 Analyst Day) (2017 Analyst Day)

Protection and Advanced Threat $650-$700 $650-$700 17%—-18%
Archiving, Privacy, and Governance $205-$225 $205-$225 6%—7%
Emerging Products $85-$105 $155-$160

Hardware and Services $10-%$20 $10-%$20

Total $950-$1,050 $1,025-%$1,100
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In Closing

1 Consistent track record of execution over the past 22 quarters as a
public company

y Compelling business model, with 98% recurring revenues and duration
In the low teens

3 Strong operating discipline, delivering both growth and expanding free
cash flow margins

4 Broad customer base with renewal rates consistently over 90%

Emerging products create yet another catalyst for growth
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Gary Steele
Chief Executive Officer
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Summary of Highlights from the Day

I Leading the industry in protecting the way people work today

Leveraging the cloud to deliver a robust suite of security and compliance
capabillities, all based on a common platform

cash flow and profitability

I Consistently executing with compelling growth and increasing

Continuing to innovate with new products delivering additional growth
catalysts
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Non-GAAP Reconciliations

Reconciliation of Non-GAAP Measures
(In millions)

(Unaudited)
Twelve Months Ending
December 31,
2017E

GAAP gross profit 53507 - 53620
GAAP gross margin (%) T2%
Plus:
Stock-based compensation expense 14B-140
Intangible amortization expense 12B-127
Non-GAAP gross profit 5387.3-538%96
Mon-GAAP gross margin (%) Ti.0%
GAAP operating loss
Plus:
Stock-based compensation expense
Intangible amortization expense
Acquisition-related expenses
Litigation-related expenses
Mon-GAAP operating income
Revenues 5503.0 - 5506.0

Mon-GAAP Operating Margin (%)

proofpoint. ANALYST DAY 2017 1n



Non-GAAP Reconciliations

Reconciliation of GAAP Cash Flows from Operations to Free Cash Flows

(in millions)
(Unaudited)
Twelve Months Ended
December 31,
2012 2013 2014 2015 2016 2017E
GAAP cash flows provided by operating activities S 6.8 S 126 S 226 S 465 S 94.2 S5144.0-5153.0
Less:
Purchases of property and equipment S (5.9) S (7.6) § (15.0) § (25.8) S (34.4) 5(44.0)-5(46.0)
Non-GAAP free cash flows S 0.9 S 50 § 7.6 S 207 S 59.8 5$100.0-5$107.0
GAAP revenue S 1063 S 1379 S 1956 S 2654 S 3755 S503.0-5506.0
Free Cash Flows as percentage of Revenue 1% 4% 4% 8% 16% 21%
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Appendix

Sources:
IDC: Worldwide IT Security Products Forecast, 2017-2020: Comprehensive Security Products Forecast Review (March 2017)

. Gartner: Forecast: Information Security, Worldwide, 2015-2021, 1Q17 Update (Q1 2017)
4,

1
2. IDC: Worldwide Archiving Software Forecast, 2017-2021: Generating Growth Through Higher-Value Engagements (May 2017)
3
Markets and Markets: Email Encryption Market by Deployment Type - Global Forecast to 2020 (November 2015)
5. IDC: Worldwide Specialized Threat Analysis and Protection Forecast, 2016—2020: Enterprises Modernize Security
Infrastructure (Dec 2016)
6. IDC: Worldwide Mobile Enterprise Security Software Forecast, 2016-2020 (May 2016)
7. IDC: Worldwide Threat Intelligence Security Services Forecast, 2016—2020: Strength in Numbers (March 2016)
8. IDC: Worldwide Security and Vulnerability Management Forecast, 2016—2020: Enterprises Continue Focus on Security

Operations (December 2016)

9. Gartner: Forecast Snapshot: Cloud Access Security Broker, Worldwide, 2017 (March 2017)
10. Management Estimate of Social and Digital Risk - $500 million (September 2017)

11. Management Estimate for Email Authentication - over $500 million (September 2017)
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