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Proofpoint Launching Threat Response 3.0, First Integrated Threat Response and 
Intelligence Platform 

Leveraging Leading Global Threat Intelligence to Accelerate Cybersecurity Response and Containment 
Time 

SUNNYVALE, Calif., June 4, 2015 (GLOBE NEWSWIRE) -- Proofpoint, Inc., (Nasdaq:PFPT), a leading next-generation 
security and compliance company, today announced that it is developing a pioneering, integrated threat response and 
advanced threat intelligence platform. The Proofpoint Threat Response 3.0 solution will be a uniquely powerful combination 
of technologies that provides security teams with the situational awareness to understand their most pressing threats and 
the tools to act quickly to remedy them. 

New features will include enhanced cloud-based intelligence, boosted by recently-acquired Emerging Threats advanced 
threat intelligence, support for STIX/TAXII and automatic alert integration across multiple security solutions. 

"Proofpoint Threat Response 3.0 will provide rich threat intelligence combined with the ability to make that intelligence 
immediately actionable," said Mike Horn, vice president of Threat Response for Proofpoint. "By providing situational 
awareness about threats targeting an organization, and integrating that data with multiple response actions, organizations 
will be able to quickly stop data exfiltration and lateral movement. This new release will be a significant step forward in 
advancing threat detection and response, across the complete attack chain." 

According to the 2014 Verizon Data Breach Investigations Report, nearly 90 percent of point-of-sale intrusions saw data 
exfiltration in minutes or seconds after compromise. Historically, organizations have struggled with manual incident response 
because it can take hours or days to decipher thousands of alerts to figure out what is attacking an organization—and often 
even longer to fix it. 

The Proofpoint Threat Response 3.0 release will deliver capabilities organizations need to stop today's advanced cyber 
threats: superior speed, pinpoint accuracy and necessary context. Proofpoint customers will have deeper insight across the 
entire cyberattack chain, enabling them to react faster to inbound attacks, and to identify, block, and disable previously 
undetected malware already embedded in their organizations. New key features will include: 

� Advanced Threat Correlation in the Cloud: Powered by the cloud-based Proofpoint threat intelligence service, 
Proofpoint Threat Response will correlate sandbox and IDS alerts with in-depth campaign and cybercriminal context. 
The system will make it easy to access attacker details, including threat type, sandbox analysis results, and reputation 
data, along with visibility into attacker targets and information by group, department, location and more. 
   

� Emerging Threats Integration: Adding to its existing rich threat intelligence, Proofpoint's recent acquisition of 
Emerging Threats gives customers access to millions of malware samples and other global threat indicators per day. 
Proofpoint's threat intelligence service will include the capability to correlate events across a trillion nodes, in real 
time. This will enable teams to develop intelligence about advanced cybercriminal malware distribution and command 
and control (C&C) infrastructure. 
   

� STIX™/TAXII Support: Customers will be able to add their own threat intelligence data to Proofpoint Threat 
Response using the industry standard Structured Attack Information Expression (STIX) format and, optionally, the 
Trusted Automated Exchange of Indicator Information (TAXII) protocol. 
   

� Integrated alert support for HP Tipping Point: Proofpoint Threat Response accelerates automated response time 
from hours to minutes while unifying alerts across multiple security solutions including Proofpoint, FireEye, Palo Alto 
Networks, Cisco SourceFire, Splunk and soon HP Tipping Point.  

Proofpoint Threat Response utilizes Proofpoint's market-leading expertise in detecting and stopping advanced malware 
propagated through email and social media messaging systems. Those detection capabilities include Proofpoint Threat 
Response's indicators of compromise (IOC) confidence scores, which let security teams know instantly whether or not a user 
system is infected based on data collected from endpoints and detection sandbox reports. Armed with this information, 
organizations can automatically contain the threats and cut off data exfiltration.   

http://www.globenewswire.com/newsroom/ctr?d=10137279&l=1&a=threat%20response&u=https%3A%2F%2Fwww.proofpoint.com%2Fus%2Fsolutions%2Fproducts%2Fthreat-response
http://www.globenewswire.com/newsroom/ctr?d=10137279&l=2&a=cloud-based%20intelligence&u=https%3A%2F%2Fwww.proofpoint.com%2Fus%2Fwhy-proofpoint%2Fcloud-big-data
http://www.globenewswire.com/newsroom/ctr?d=10137279&l=5&a=Proofpoint%20Threat%20Response%203.0&u=https%3A%2F%2Fwww.proofpoint.com%2Fus%2Fsolutions%2Fproducts%2Fthreat-response


In addition, Proofpoint Threat Response includes advanced reporting to provide security teams with a detailed view of the 
threat landscape facing their organization. Supplemental reports provide a complete view of the time it takes security teams 
to review, assign and close cases. This insight allows management teams to streamline workflow and accelerate decision-
making. 

General availability for Proofpoint Threat Response 3.0 is planned for the third quarter of 2015. For more information about 
Proofpoint Threat Response, please visit www.proofpoint.com/us/solutions/products/threat-response. 

About Proofpoint, Inc. 

Proofpoint Inc. (Nasdaq:PFPT) is a leading next-generation security and compliance company that provides cloud-based 
solutions for comprehensive threat protection, incident response, secure communications, social media security, 
compliance, archiving and governance. Organizations around the world depend on Proofpoint's expertise, patented 
technologies and on-demand delivery system. Proofpoint protects against phishing, malware and spam, while safeguarding 
privacy, encrypting sensitive information, and archiving and governing messages and critical enterprise information. More 
information is available at www.proofpoint.com.  

Proofpoint and Proofpoint Threat Response are trademarks or registered trademarks of Proofpoint, Inc. in the U.S. and/or 
other countries. All other trademarks contained herein are the property of their respective owners. 

Forward-Looking Statements  

This press release contains forward-looking statements that involve risks and uncertainties. These forward-looking 
statements include statements regarding future offerings and solutions and the features of such offerings and solutions. It is 
possible that future circumstances might differ from the assumptions on which such statements are based. Important factors 
that could cause results to differ materially from the statements herein include: technical challenges in implementing future 
offerings and solutions in a timely fashion; changes in strategy; unforeseen delays in developing new technologies and the 
uncertain market acceptance of new products or features; and the other risk factors set forth from time to time in our filings 
with the SEC, including our Quarterly Report on Form 10-Q for the three months ending March 31, 2015, and the other 
reports we file with the SEC, copies of which are available free of charge at the SEC's website at www.sec.gov or upon 
request from our investor relations department. All forward-looking statements herein reflect our opinions only as of the date 
of this release, and Proofpoint undertakes no obligation, and expressly disclaims any obligation, to update forward-looking 
statements herein in light of new information or future events. 
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