CyberArk Introduces Privileged Threat Analyticsâ„¢ to Detect In-Progress Attacks
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First-In-Kind Solution Helps Businesses Stop Advanced, External and Insider Cyber Attacks Before They Stop Business
Newton, Mass. â€“ November 18, 2013 â€“ CyberArk, the company securing the heart of the enterprise, today
announced the availability of Privileged Threat Analyticsâ„¢, the industryâ€™s first analytics solution to detect malicious
privileged account behavior and disrupt in-progress attacks before damage is done to a business.
Privileged accounts have been identified as the primary target in internal and advanced external attacks. According to
security consultancy firm Mandiant, â€œAPT intruders prefer to leverage privileged accounts where possible, such as
domain administrators, service accounts with domain privileges, local administrator accounts, and privileged user
accounts.â€• 1 CyberArk Privileged Threat Analytics provides targeted and immediately actionable threat analytics on
these critical attack vectors by identifying previously undetectable malicious privileged user behavior, which enables the
incident response team to respond and disrupt in-progress attacks. CyberArk Privileged Threat Analytics is the
industryâ€™s only targeted privileged threat analytics solution.
â€œPrivileged accounts are the most powerful accounts in any organization because of the broad access they can provide.
For us, managing and controlling this access is critical to securing the enterprise, and in achieving and maintaining
compliance with numerous regulations,â€• said Erica Beall, IT Security Systems Analyst at The Williams Companies.
â€œReal-time analytics and alerts on privileged user activity will provide management with impactful information to
maximize our security posture.â€•
Key Benefits of CyberArk Privileged Threat Analytics Include:
Identifies in-progress external attacks and malicious behavior of authorized insiders;
Detects a range of anomalies in the behavior patterns of individual privileged users in real-time, such as a
user who suddenly accesses credentials at an unusual time of day. This is a strong indicator of malicious
activity or severe policy violations such as password sharing;
Improves effectiveness of SIEM systems and incident response teams by reducing false positives;
Stops an in-progress attack earlier in the kill chain, ensuring a less costly and time consuming remediation
process;
Continuously learns user behavior and adjusts risk assessments based on the authorized privileged user
activity patterns.
â€œPrivileged user behavior profiling can be a critical weapon in combating both external and internal threats by
discovering abnormal behavior early,â€• said Charles Kolodgy, Research Vice President for IDC's Security Products
service. â€œThe key to CyberArk's inventive solution is to analyze the right data â€“ that being the activities of privileged
user accounts â€“ providing high value, actionable intelligence on a critical attack vector.â€•
The New Security Battleground - Inside the Network
As the secure perimeter has dissolved, the new battleground for information security is inside the network. CyberArk
Privileged Threat Analytics is the latest innovation in CyberArkâ€™s market leading privileged account security solution
that secures an organizationâ€™s most critical assets and data. By applying patented analytic technology to a rich set of
privileged account behavior data from its privileged account security solution, along with contextual information from
system resources, CyberArk Privileged Threat Analytics provides targeted, high value and actionable intelligence to
security teams.
â€œOrganizations must assume attackers have already penetrated the perimeter and once inside, will almost always
attempt to take control of privileged accounts to advance their attack,â€• said Roy Adar, vice president of product
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management, CyberArk. â€œCustomers are asking for controls on privileged accounts, coupled with the ability to detect
suspicious activity to protect their organizations from evolving threats.â€•
CyberArk Privileged Threat Analytics will be generally available in December 2013. For more information, please visit
http://www.cyberark.com/product-detail/privileged-threat-analytics. To view a video introduction to CyberArk Privileged
Threat Analytics, please visit: http://youtu.be/SCZYHMrLw6U.
About CyberArk
CyberArk is the only security company focused on eliminating the most advanced cyber threats; those that use insider
privileges to attack the heart of the enterprise. Dedicated to stopping attacks before they stop business, CyberArk
proactively secures against cyber threats before attacks can escalate and do irreparable damage. The company is trusted by
the worldâ€™s leading companies â€“ including 40 of the Fortune 100 â€“ to protect their highest value information
assets, infrastructure and applications. CyberArk is a vital security partner to more than 1,400 global businesses, including
17 of the worldâ€™s top 20 banks. Headquartered in Newton, MA, CyberArk also has offices throughout EMEA and
Asia-Pacific. To learn more about CyberArk, visit www.cyberark.com, read the company blog, http://www.cyberark.com
/blog/, follow on Twitter @CyberArk or Facebook at https://www.facebook.com/CyberArk.
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