CyberArk Publishes New eBook and Infographic: "Don't Give Cyber Attackers the Privilege"
May 9, 2012 4:56 PM ET
Resources Detail the Proliferation of Cyber Attacks Targeting Unmanaged Privileged Accounts
NEWTON, Mass. - May 9, 2012 - CyberArkÂ® Software, a leading global information security provider for protecting
and managing privileged accounts and sessions, critical applications and sensitive information, today released
â€œDonâ€™t Give Cyber Attackers the Privilege,â€• a free eBook and accompanying infographic to provide IT security
professionals with new perspectives on recent cyber attacks and an examination of their common access point-the
exploitation of unprotected privileged accounts. The resources offer a timeline of high-profile breaches and actionable
advice for effectively managing, securing and mitigating the threats associated with privileged accounts.
CyberArkâ€™s eBook and infographic are based on research conducted over the past 18 months related to the significant
rise in the number of targeted cyber attacks. As detailed in the reports, according to the Ponemon Institute, in 2011 there
were a record number of attacks on corporations, which cost them 56 percent more than they did in 2010. In the majority
of these cases, CyberArkâ€™s research determined that attackers were able to bypass perimeter security controls to gain
access to target systems through the exploitation of privileged accounts - those accounts that have broad and often
anonymous access to high-value systems, networks and databases.
In an undisputable and alarming pattern, privileged accounts continue to emerge as a primary target for hackers, allowing
them to gain system-wide access to an organization through rather simple means-an easy-to-crack password, spearphishing or exploitable zero-day vulnerability. Once inside, attackers typically leverage the privileged account to
manipulate additional servers, databases and other sensitive systems that only a select few people are actually granted
permission to access. As detailed in the infographic, targets of these types of cyber attacks have included RSA,
SCADA-based systems that are utilized throughout the utility and energy fields, and many others. In the most recent
example, a Global Payments breach exposed financial data belonging to 1.5 million users of Visa and Mastercard.
CyberArkâ€™s eBook outlines the steps required to control these access points through Privileged Identity Management
technology. By proactively managing and monitoring privileged users, sessions, applications and sensitive information,
organizations can protect their most valuable assets against insider and advanced external threats.
â€œOur new eBook really tells the story of the evolution of cyber attacks and earmarks the defining characteristics of
todayâ€™s attacker,â€• said Roy Adar, vice president of product management at CyberArk Software. â€œWhen paired
with the Infographic, which provides users with a snapshot view of the problem, we hope to arm organizations with a
much valued resource, helping to guide them through the minefield of security, and ensuring that IT security tools are
being maximized to guard systems appropriately.â€•
The CyberArk eBook and infographic are freely available and accessible through the following links:
eBook
Infographic: http://www.cyberark.com/ebooklanding/infographic.html
Interested parties have permission to embed and share the infographic on their websites or blogs with attribution.
About CyberArk
CyberArkÂ® Software is a global information security company that specializes in protecting and managing privileged
users, sessions, applications and sensitive information to improve compliance, productivity and protect organizations
against insider threats and advanced external threats. With its award-winning Privileged Identity Management, Sensitive
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Information Management and Privileged Session Management Suites, organizations can more effectively manage and
govern data center access and activities, whether on-premise, off-premise or in the cloud, while demonstrating returns on
security investments. CyberArk works with nearly 1000 customers, including more than 35 percent of the Fortune 100.
Headquartered in Newton, Mass., CyberArk has offices and authorized partners in North America, Europe and Asia
Pacific. For more information, please visit www.cyberark.com.
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